P Go-To Tool for Faster Results

MAGN ET How: Magnet AXIOM Provides the Data Clients Need to Make Decisions

FORENSICS®

THE CHALLENGE

DriveSavers forensic examiners need to be able to retrieve email,
Google Suite and Office 365 documents, and messages from a wide
range of cloud services and encrypted devices, including smartphones.
As a result, the ability to use cloud credentials to retrieve data and
backups is very important.

In addition, because processing and searching are often the most time-
consuming aspects of a digital investigation, examiners need to be
able to preview media before committing to analyze it. Savings in time
and effort can also be important when it comes to commmunicating with
non-technical stakeholders.

| use AXIOM as my go-to tool
for fast results in order to get
low hanging fruit’ to my clients
as soon as possible so they can
make quick sound decisions In
a timely manner. [AXIOM is] fast
and easy, very intuitive,

— John Ahearne, Digital Forensic Examiner, DriveSavers Data Recovery, Inc.,
California, USA

COMPANY OVERVIEW

DriveSavers Data Recovery, Inc., based
in Novato, California, USA, has built a
reputation around its ability to recover data
from the oldest and most damaged or
otherwise corrupted digital media. This deep
experience enables DriveSavers to offer
digital forensics services in a wide range
of cases from theft of intellectual property
and trade secrets, to fraud, to employee
misconduct including harassment and
misuse of corporate assets.



HOW AXIOM HELPS

AXIOM enables forensic examiners to find important evidence faster by easily recovering unknown artifacts,
or those that are typically difficult to find, from otherwise unsupported apps. In addition, flexible export and
reporting options help to present clear, concise case findings to HR, legal, and other stakeholder teams.

In one example, multiple employees were thought to have started a business in direct competition with
their current employer. Examiners needed evidence quickly to determine whether to initiate an employee
misconduct case. AXIOM was able to parse an iPhone backup that provided that early evidence and gave
examiners enough to keep digging. Ultimately, not only did DriveSavers build a strong case; they also
managed to procure additional work based on their efficiency and results.

EVIDENCE SOURCES

CLOUD PLATFORM AUTHENTICATION

| have proper search authorization to access the target's information stored in the cloud.

Warrant number

To obtain evidence from a cloud-based social media platform, you must sign in with the target's user name and password.

PLATFORM SIGN-IN STATUS USER ACCOUNT LAST ACTIVITY (UTC) ACCOUNT SIZE

Apple SIGNED IN John.Doe®icloud.com 8/23/2018 2:39:25 PM 4688.59MB

SEE AXIOM IN ACTION FOR YOURSELF

If you'd like to learn more about Magnet AXIOM and how it can help you run smoother investigations, visit
magnetforensics.com/magnet-axiom. While you're there, you can learn more about the product, request
an in-depth personal demo from an AXIOM expert, and request a free 30-day trial version.

Learn more at magnetforensics.com

For more information call us at 1-844-638-7884
or email sales@magnetforensics.com
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